Discussions on Key Business Trends in Health Care

Informed Consumers

How health care fraud has changed
in the electronic age

What fraud are you seeing in health care?



Also, the audit function of most EMR systems keeps track of all patient visit entries,
entry changes and every time someone accesses that EMR. While this function helps
identify potentially cloned or copied patient visits, lab findings or symptom descriptions,
some programs don’t have an audit function or the provider can turn it off.

How can employers help minimize the risks?

Employers should educate their employees about health care fraud, waste and
abuse. Federal and state agencies offer educational materials and services, so tap
into these and make them readily available to employees.

Employers should ensure their network and systems are secure and adhere to the
latest security guidelines. Require company-wide education on computer and mobile
security standards and advocate for the use of strong, regularly updated passwords.

Also, educate employees on potential scams such as phishing emails, online pop-up
ads or links that seem legitimate but have attachments that shouldn’t be opened.

What are other best practices?

Employees should take the same safety measures they would with their financial
information. Also, they should be suspicious of anyone offering anything in exchange
for personal and health care information, such as free medical equipment, whether
via an unsolicited phone call or what appears to be a legitimate television ad.

They should review all medical bills, Medicare summary notices and explanation

of benefits to make sure the medical services listed were received and are being
accurately billed. If unusual or questionable charges appear, they should contact their
health care provider or health benefits plan.

Criminals are targeting health care and their methods are getting more sophisticated
and complex. Make sure you educate your employees on the potential tactics used
by criminals and the high cost of fraud, waste and abuse in the health care industry.
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